
Privacy Architecture 

Engin Bozdag
IN4315 - TU Delft 2022



Background

Computer Science (MSc, BSc) 

Privacy & AI Ethics (PhD)  

Principal Privacy Architect

Consultant &  
Software 
Engineer

Privacy Architect

Experience Education



01  Introduction
02  Privacy
03  Privacy Engineering
04  Dark Patterns
05  Q & A

  Agenda



Privacy



Why Privacy?



 “Seventy-one percent said they 
would stop doing business with a 
company if it gave away sensitive 
data without permission.”



Privacy is GDPR

Privacy is protecting sensitive data

Privacy is only for lawyers

Privacy is about selling data

Privacy is about security of personal data

What is Privacy?



Privacy Is not Security

● Security =>  confidentiality, availability and 
integrity of any (sensitive) data

● Privacy needs security, but more
○ Example: Best encryption algorithm + 

strict access control
■ Not enough for privacy



All data needs to 
expire

Privacy Rights:  Delete, 
Access (Export), Correct, 

etc.

Purpose Limitation

Minimize what you 
collect & de-identify

Give user control

Transparency & 
Respect

  Privacy Principles



Direct Identifiers:

● Name
● Phone number
● Address

Indirect Identifiers:

● User UUID
● Battery Level, 
● Advertising ID (e.g. Apple IDFA)
● Trips, Logs, Battery Level, etc. 

  Personal Data



 Personal Data: Linkability Risks

Battery API

● the current level of battery 
(format: 0.00-1.0, for empty 
and full, respectively)

● time to a full discharge of 
battery (in seconds)

● time to a full charge of battery, 
if connected to a charger (in 
seconds)



Quiz
Which of these six 
datasets is classified 
as Personal Data

Vehicle color, 
vehicle make

Vehicle color, 
vehicle make, 
postal code

Location data 
(>2 decimal 

points)

IP Address
Drop-off or 

pick-up 
location

First or last 
name

 Personal Data or Not?



Quiz
Which of these six 
datasets is classified 
as Personal Data

 Personal Data or Not?

Vehicle color, 
vehicle make

Vehicle color, 
vehicle make, 
postal code

Location data 
(>3 decimal 

points)

IP Address
Drop-off or 

pick-up 
location

First or last 
name



 Personal Data: Linkability Risks



Privacy Engineering



Deletability 

● Two use cases:
○ Delete when no longer needed 

(TTL)
○ Delete when user deletes their 

account



Deletability 

● Can the system hard delete the data in a 
scalable manner?

○ Cassandra & soft delete

CREATE TABLE 
device_measurements (
  device_id uuid,   
  measurement_type text,
  measurement_value text,   
  user_id uuid,   
  PRIMARY KEY (device_id, 
measurement_type));

DELETE FROM 
device_measurement WHERE 
user_id = 
bf884b98–0a72–10e8-ba89–0ed5f8
9f718b ALLOW FILTERING

DELETE FROM device_measurement WHERE 
user_id = bf884b98–0a72–10e8-ba89–0ed5f89f718b



Deletability 

● Can you locate all of the user’s personal data?
○ Based on a userUUID/email?
○ Are all data tagged?

● Should you delete that data?
○ Safety / Fraud 

detection
○ Tax law
○ Log files for 

security

● Also applies to export



Uber Architecture 1.0 (2011 - 2015)



Uber Architecture 2.0 (2015- present)

50+
Microservices
4000+

Apps

71100M+
Users Countries



Deletion Orchestrator

Deletion 
Service Microservice Data 

store

Downstream 
services & 
warehouses

Has to tag 
its data & 
onboard!



Minimize Collection 

● Do I need to collect this data?



Minimize Granularity & Abstract 

● Do I need precision for my purpose?
● Can I remove some columns, add noise, 

aggregate?



Separate 

● Do I need identifiability for analytics?
○ User’s email
○ Phone nr
○ userUUID / linkable data

● Do not dump everything into one 
db 

○ use different tables/db’s 
○ Different granularity (safety 

vs analytics)
○ Different access controls



Hide 

● Did you categorize 
sensitive/confidential/public data?

● Do you encrypt sensitive data at rest?
○ Do you use a state of the art method?
○ Do you rotate your keys?

● Tensions: performance



Dark Patterns



Dark Patterns

“a user interface that has been carefully crafted to trick users into 
doing things”

“Ways to manipulate or sway consumers in a certain direction”



Confirmshaming



Bait and Switch



Bait and Switch



Roach Motel



Roach Motel







Privacy Zuckering



Trick Questions



Dark Patterns - what can you do?

● Be aware of cognitive biases 
● Ask companies details about your data
● Do not use them when building your product



Conclusion

● Design for deletability and exportability
● Know where user data is and tag it
● Minimize collection and aggregate 
● Separate and hide
● Properly anonymize data before making it public
● Do not use dark patterns



Questions?



Appendix



Interviewing at Uber
Software Engineer - Privacy
1. Coding: Algorithms & data 

structures
2. Coding: Depth in 

specialization/chosen 
technology (Distributed 
Systems, Mobile, ML, 
Data)

3. System Design
4. Behavioral (team-work, 

self-awareness, conflict 
handling)

Privacy Engineer
1. Privacy System Design 
2. Privacy Domain 

Knowledge
3. Cross-Functional Work 

(Data, Legal, Security)
4. Behavioral (team-work, 

self-awareness, conflict 
handling)


