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Privacy



Why Privacy?

YOUHAVEs

NOTHING
TOFEAR..
AS LONG fie
NOTHNG OHIDE

Tax ofﬁce ﬁned €2 75 m|II|on for privacy violations in
benefits scandal

UK Police's Facial Recognition Systems Are
Wrong Up To 98% Of The Time

By Lucian Armasu published May 15, 2018

A face-scanning algorithm increasingly
decides whether you deserve the job

Amazon scraps secret Al recruiting tool that
showed bias against women



APRIL 14, 2020 0 , m B
Half of Americans have decided not to

use a product or service because of
privacy concerns

“Seventy-one percent said they
would stop doing business with a
company if it gave away sensitive
data without permission.”



hat is Privacy?

Privacy is about security of personal data

Privacy is protecting sensitive data

Privacy is about selling data



Privacy Is not Security

e Security => confidentiality, availability and
integrity of any (sensitive) data
e Privacy needs security, but more
o Example: Best encryption algorithm +
strict access control
m  Not enough for privacy



Privacy Principles

All data needs to Purpose Limitation

i expire
1 01
? Minimize what you Give user control
5 collect & de-identify
Consent
@ Privacy Rights: Delete,
B Access (Export), Correct, Transparency &
etc. Respect




Personal Data

What is personal data?

S

/ﬁ\\ Address
i

Localisation

(1) Online identifier

Health information

Income

j l Cultural profile

®®® andmore

h <3

COLLECT
STORE
USE
DATA?

You have to abide
by the rules.

Direct Identifiers:

° Name
° Phone number
e Address

Indirect Identifiers:

User UUID

Battery Level,

Advertising ID (e.g. Apple IDFA)
Trips, Logs, Battery Level, etc.




Personal Data: Linkability Risks

Your battery status is being used to
track you online

Battery API

Battery status indicators are being used to track devices, say
researchers from Princeton University - meaning warnings of
privacy exposure have come to pass

S PR R s ~ O ke , e the current level of battery
: 4 — - (format: 0.00-1.0, for empty

and full, respectively)

e time to a full discharge of
battery (in seconds)

e time to a full charge of battery,
if connected to a charger (in
seconds)



Personal Data or Not?

Quiz . _
Vehicle color, Vehicle color, Location data

Which of these six vehicle make Vehlc’rlel mGdke, (>2 d_ecimol
datasets is classified postal coae points)
as Personal Data
Drop-off or .
. First or last
IP Address pick-up name

location




Personal Data or Not?

Quiz . Vehicle color, Location data
Which of these six , ’ vehicle make, (>3 decimal
vehicle make tal cod )
datasets is classified postal code points)
as Personal Data
Drop-off or .
. First or last
IP Address pick-up name

location



Personal Data: Linkability Risks

NETFLIX B g

Netflix Spilled Your Brokeback

Movie ratings Movie ratings . . -

o 6 o o o 6 o o Mountain Secret, Lawsuit Claims

® © O O ® O O O An in-the-closet lesbian mother is suing Netflix for privacy invasion,
SRR 5 -7 T alleging the movie rental company made it possible for her to be

©C O e O O O O e outed when it disclosed insufficiently anonymous information about
: nearly half-a-million customers as part of its $1 million contest to
improve its recommendation system. The suit known as Doe v.
Netflix (.pdf) was filed [...]

Subscriber

o O 6 0 e @ O O

NYC Taxi Data Blunder Reveals
Which Celebs Don’t Tip-And Who
Frequents Strip Clubs

By cross-referencing de-anonymized trip data with paparazzi photos, a privacy research
could tell how much Bradley Cooper paid his driver.

NetFlix Cancels Recommendation
Contest After Privacy Lawsuit

Netflix is canceling its second $1 million Netflix Prize to settle a legal
challenge that it breached customer privacy as part of the first




Privacy Engineering



Deletability

e Two use cases:
o Delete when no longer needed
(TTL)
o Delete when user deletes their
account



Deletability

Can the system hard delete the data in a

scalable manner?

(@)

Cassandra § soft delete

CREATE TABLE
device_measurements (
device_id uuid,
measurement_type text,
measurement_value text,
user_id uuid,
PRIMARY KEY (device _id,
measurement_type));

DELETE FROM device_measurement WHERE
user_id = bf884b98-0a72—-10e8-ba89-0ed5f89f718L

DELETE FROM
device_measurement WHERE
user_id =
bf884b98—0a72—10e8-ba89—-0ed5f8
9f718b ALLOW FILTERING



Deletability

e Canyou locate all of the user’s personal data?
o Basedon auserUuUlD/email?
o Aredll datatagged?

e Should you delete that data?
o Safety/Fraud

detection
o Taxlaw
o Logfiles for
security

e Also applies to export



Uber Architecture 1.0 (2011 - 2015)




Uber Architecture 2.0 (2015- present)

4000+ 50+
1 O0OM+ A

Users Countries



Deletion Orchestrator

<<<<<<<

oooooooo

Has to tag
its data &
onboard!

Deletion
Service

Microservice

Downstream
services &
warehouses

Data
store



Minimize Collection

ol T-Mobile NL 7 21:08

Let's get started!

(O]
e Do | need to collect this data?

Please provide your gender
Email

Password LA L LA L L L) J:’.;_'.%

Birthdate ’5 January 1972



Minimize Granularity & Abstract

DEGREE
e Do | need precision for my purpose? IDRE(ISI @ ml

e Canlremove some columns, add noise,
aggregate?

Decimal Decimal Approximate

Layer of
Places  Degrees Precision

1.0 100 km

0.0001
0.00001
0.000001

0.0000001

0.00000001




Separate

e Do | need identifiability for analytics? Attributes

o User'semalil
o Phonenr
o userUUID / linkable data

e Do not dump everything into one
db
o use different tables/db’s
o Different granularity (safety
vs analytics)
o Different access controls

Individuals

minimise separate



Did you categorize
sensitive/confidential/public data?
Do you encrypt sensitive data at rest?
o Do you use a state of the art method?
o Do you rotate your keys?
Tensions: performance

f—

—

e

hide




Dark Patterns



Dark Patterns

“a user interface that has been carefully crafted to trick users into
doing things”

“Ways to manipulate or sway consumers in a certain direction”



Confirmshaming

Want to help your dog by signing
up for our newsletter?

| don’t want to help my dog

Enter your email + enjoy

“Hooray!” said your home.
| Enter your email address get my 15%

No thanks, I'm not into savings >

Get the best recipes in your inbox

>
]

No, | prefer canned soup




Bait

£ Get Windows 10

X4

Turn on face recognition if you want
us to use this technology

If you turn this setting on, we'll use face
recognition technology to understand
when you might appear in photos, videos
and the camera to do things such as help
protect you from strangers using your
photo, find and show you photos that
you're in but haven't been tagged in, tell
people with visual impairments who's in a
photo or video, and suggest people that
you may want to tag. Select Accept and
Continue to turn on face recognition or
Manage Data Settings to keep it turned
off.

What's collected?

l MANAGE DATA SETTINGS I

X CLOSE

Before you manage your data settings,
these examples can help you decide what
choices 1o make.

@ Face recognition technology allows
us to help protect you from a
stranger using your photo to
impersonate you or tell people with
visual impairments who's in a photo
or video using a screen reader.

Q If you keep face recognition turned
off, we won't be able to use this
technology If a stranger uses your
photo to impersonate you. If
someone uses a screen reader, they
won't be told when you're in a photo
unless you're tagged.

Learn more on windows.com

€ BACK

Manage your settings for face
recognition

To recognise whether you're in a photo or

video, our system compares it with your

profile picture, and photos and videos that

you're tagged in. This lets us know when

you're in other photos and videos so that we >
can create a better experience.

Allow Facebook to recognise me in O

photos and videos
1
2]

Don't allow Facebook to recognise me
in photos and videos

———)




Bait and Switch

HBOMAX

Cancel Subscription

Eric, we hate to see you go. Are you sure you want to cancel?

NO, NEVER MIND

YES, CANCEL SUBSCRIPTION

Drives Opt-In

:Q} Yes

Drives Opt-Out
\:/"1 Yes
\6/ No

)

Yes

—] Allow  Taw b 1o access
your location while you are
using the app?
woudd bk
current locat

O mony




Roach Motel

Sign up Delete account

CONTACT SUPPORT



Your Amazon.com Inquiry D nboxx Amszon x &
cs-reply@amazon.com 7:21 PM (Ominutes ago) yr &
tome ~

Hello,

| want to make sure that closing your Amazon.com account and deleting your data won't cause problems with any open transactions or other websites you might visit.

You won't be able to access your account once it's closed, and you won't be able to reopen it. You won't be able to access your order history, initiate a return, or print a proof of purchase or invoice. Please ensure you retain all proof of purchase, which may be
applicable for any warranties. All open orders, including subscriptions (Amazon Prime, Subscribe and Save, etc.), will also be canceled.

You will no longer have access to:

-- Your Amazon.com account and all Amazon accounts worldwide.

- Your Amazon.com Associates, Seller, Partner Program, Amazon Flex, Author Central, Kindle Direct Publishing and Mechanical Turk accounts.

-- Your Amazon Web Services (AWS) account. Any content and AWS resources will be terminated and cannot be restored.

- Your customer profile, including your reviews, discussion posts, and customer images.

-- Digital content and subscriptions related to Kindle, Prime Video, Amazon Music, Amazon Drive, Prime Photos, and your Amazon Appstore purchases.
- Any outstanding Gift Card or promotional credit balances.

- Your Textbook Rental returns. You will remain responsible for any outstanding rentals.

- Your Amazon Pay account.

-- Your Audible.com account and audio books from Audible.com.

- Your Lists and Registries, if applicable, or About You page.

You will permanently lose access to any Amazon Drive or Prime Photos content once your account is closed. We suggest you download and save any content before closing your account.

You may need to deregister devices or apps before your account is closed. You can deregister these through the Manage Your Content and Devices page (https://www amazon.com/mycd).

Your internet browser may have stored additional information about your Amazon account. You can delete your browser's cookies through your browser settings; this will remove all information stored on your browser.
If you have an Amazon Web Services account, please contact AWS customer support for assistance with closing your AWS account:

https://aws-portal amazon.com/gp/aws/html-forms-controller/contactus/aws-account-and-billing

If you have a Kindle Direct Publishing (KDP) account, please contact KDP service for assi e with closing your KDP account:

hitps://kdp.amazon.com/self-publishing/contact-us

If you still want to close your Amazon.com account after reviewing the items above, please click this link and state that you want to close your account:



Required:
Review
your data
settings

We show Turn on Please
Get you better| Accept e Accept acceptour |
started  adsbyusing and recognition| 2"d updated = accept
datafrom continue if you want continue terms to
> advertisers, us to use continue
app this using
developers technology Facebook.
and
publishers

x

(o]

Is

o
A

continue Ads based on

Leave  Eontinue
without

reviewing
?You
need to
finish
reviewing
these

po3) SMau 0} uiniay

ejep aSeuepy
ejep aseuepy
suondo JnoA 33s

A

Face recognition

A

Your options

using data from
If you don’t accept

Facebook. partners
these, you can’t

o . .
=} continue using
Facebook.

You control whether
we use data from Manage your

partners to show you settings.
ads.

Suimainal InoyM anea]

Junodoe JnoA a13jaq

Don’t
allow

Don’t allow

Accept and continye
Accept anqd continuye

Your choice has
been saved

Your choice has
been saved




A privacy
reminder from
Google

Search customisation
Other options

Signed out search activity is off
Search Edit settings

customisation

Ads personalisation on Google Search

Ads personalisation across the web

Ads settings Edit settings

YouTube . K YouTube customisation
customisation e
Videos that you watch on YouTube

YouTube Videos that you search for on YouTube

Browser-based
controls Edit settings
Broweee: Download the Google

based BrowserAddion Analytics Opt-

controls out Browser

Manage your account at
any time at.

Get Google
Analytics Opt-out
Browser Add-on




Privacy Zuckering

16:19 vl T @

< Privacy settings

@ Check a few important settings
Quickly review some important >
settings to make sure that you're
sharing with the people you want.

Manage your profile
Go to your profile to change your
profile information privacy, such as >
who can see your date of birth or
relationships.

Learn more with Privacy Basics

Get answers to common questions >
with this interactive guide.

YOUR ACTIVITY

Who can see your future posts? S

Limit who can see past posts >

Who can see the people, Pages and
lists you follow? >
Only me

HOW PEOPLE CAN FIND AND CONTACT YOU

Who can send you friend requests? >
Everyone

g & 5 =

WhatsApp is updating our Terms and Privacy
Policy to reflect new features like WhatsApp
Calling. Read our Terms and Privacy Policy and
learn more about the choices you have. Please
agree to the Terms and Privacy Policy to
continue using WhatsApp. If you don't wish to
Agree, you'll need to discontinue using
WhatsApp

Agree

Read more about the key updates to our
Terms and Privacy Policy.

N Terms and Privacy Policy
2
Key Updates

Terms of Se

Privacy Policy

Respect for your privacy is coded into our DNA.
Since we started WhatsApp, we've built our
Services with a set of strong privacy principles
in mind. In our updated Terms and Privacy Policy
you'll find:

Information that is easier to understand. Our
updated Terms and Privacy Policy are easier to
understand and reflect new features such as
WhatsApp Calling and WhatsApp for web and
desktop.

We joined Facebook in 2014. WhatsApp is
now part of the Facebook family of companies.
Our Privacy Policy explains how we work
Share
with F
ads and

ur chats
and phone numb: ared onto

g

Facebook rega

.
CJ

Contacts

[
&

Connect with Lisa
Huffionton.

+& Connect

anew job.

® Congratulate

the news.

Marissabel Fernandez has

Alica Han was mentioned in

Calendar



Trick Questions

WIRED and Conde Nast would like to contact you with offers and opportunities. Please tick here if you would prefer to receive these messages: by email by sms
If you do not wish to hear from us about other relevant offers please tick here: by post by phone

Our partners sometimes have special offers that we think you will find relevant, please tick here if you would prefer to receive these messages: by email by sms

Please tick here if you would prefer not to hear from our partners: by post by phone

Are you sure you want to cancel
your order?

CANCEL



Dark Patterns - what can you do?

e Be aware of cognitive biases

e Ask companies details about your data

e Do not use them when building your product Dark Patterns: EU countries
want to ban psychological

tricks with the Digital Services

Google lllegally Used Dark Patterns to Trick Users Act
Into Handing Over Location Data, State AGs Say

The D.C. and Texas lawsuits allege the "deceptive and unfair" practices may have violated local laws.

France cracks down on dark patterns,
fining Google and Facebook nearly $24.0
million for manipulative cookie tricks

BY DAVID MEYER
Januarv 6. 2022 9:21 AM CST

By Mack DeGeurin | Monday 10:55AM | Comments (11) | Alerts



Conclusion

Design for deletability and exportability

Know where user data is and tag it

Minimize collection and aggregate

Separate and hide

Properly anonymize data before making it public
Do not use dark patterns



Questions?



Appendix



Interviewing at Uber

Software Engineer - Privacy

1.

2.

B w

Coding: Algorithms & data
structures

Coding: Depth in
specialization/chosen
technology (Distributed
Systems, Mobile, ML,
Data)

System Design
Behavioral (team-work,
self-awareness, conflict
handling)

Privacy Engineer

1.
2.

3.

4.

Privacy System Design
Privacy Domain
Knowledge
Cross-Functional Work
(Data, Legal, Security)
Behavioral (team-work,
self-awareness, conflict
handling)



